‘ Sigtran USSD Gateway

wan —E=IB 1T

v Installation and Configuration

USSD-SGateway

Installation and Configuration

Leib ICT



Version control

Version Date Author Comment

RO 2010/01/06 Alejandro Leib Initial Version

V1.0b 2013/06/25 Alejandro Leib Lksctp v11
Notice

This document contains proprietary and confidential material of LeibICT. Any unauthorized reproduction, use, or disclosure
of this material, or any part thereof, is strictly prohibited. This document is solely for the use of LeibICT employees and
authorized LeibICT customers.

The material furnished in this document is believed to be accurate and reliable. However, no responsibility is assumed by
LeibICT for the use of this material. LeibICT reserves the right to make changes to the material at any time and without
notice.

Copyright 2007 LeibICT.

LeibICT

Montevideo, Uruguay Tel: +598 2 614 11 93 Fax: +598 2 203 66 54

http://www.leibict.com

Warranty

LeibICT Solutions keep a technical support department with the only purpose of providing efficient and reliable
service.

All LeibICT products are warranted against defects in material and workmanship. The period of coverage and
other warranty details are specified in the LeibICT terms and conditions warranty. In no event shall LeibICT be
liable for incidental or consequential damages in connection with, or arising from use of any LeibICT product.



Sigtran USSD Gateway
Installation and Configuration

;N o
A 4

Table of Contents

INStAlAtION. 1.virrrresieisiresesieieisisieis st st ssses e s s s s ss st s sa e s s s s sa s s s esensa s s e sesasas s sa s s s s g ansasa s esessnsan s sesa s s s eneasas s e snsnnansaneanans 7
L PIEIEOUISIEES. .. ettt ettt ettt et et et et et et e e ettt et e et et et et et et ees et et e et et ete et et e et et eee e et et et et ettt et ete et ettt et e et ereereereeereanrs 7
.2 INSEAI TKSCED 100IS L.ttt ettt ettt ettt ettt ettt ettt ireas 7
.3 CONFIQUIE thE OS ...ttt e 8
A Install de Sigtran USSD GAEWAY ....cveveviviriiiieiiiiiiiiiiiiiiiiiei ittt 8
5 ACHVALE N8 LICBNSE . vttt ittt 8
.6 Run the Sigtran USSD Gateway in teSt MOAE.......cuiiiiiiiiieieiiiiiieiiieieieiieeeei ettt 8
.7 Run the Sigtran USSD Gateway in daemMON MOGE.......c.cuiiiiiiirieiiiieiiieiieeiiieeeeiieet ettt 8
L0 Y10 [0 - ([0 | PP 9

Leib ICT - Information & Communication Technologies ~ Phone:+598 2 6141193 | Fax: +598 2 4816924 Page 3
www.leibict.com | info@Ieibict.com Mobile: +598 99 256037



m_ Sigtran USSD Gateway

U == m— Installation and Configuration

Introduction

The Unstructured Supplementary Service Data (USSD) is a UMTS/GSM Service that allows
interactive communication between subscribers and application across a UMTS/GSM
network.

It is primary used on real-time and instant messaging type phone services because there is
no store-and-forward of messages typical of the short message services (SMS).

The response time of a USSD request is measured between 100 and 200ms compared to
the 5-10 seconds of SMS.

The functionalities of USSD make it ideal for information queries like available balance,
content downloading and any information services.

Capacity
The current Sigtran USSD-Gateway version supports 65536 simultaneous incoming and
outgoing transactions being processed at the same time.

On most deployments the Sigtran USSD-Gateway is limited by the SS7 Network resources
or the Application/Database service load.

The modular architecture allows increasing system capacity as needed by adding more
hardware.
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Architecture

The next Implementation View shows the components of the Sigtran USSD Gateway based
on a single server.
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All the software components are Unix daemons that are started at boot time:
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Hardware

The Sigtran USSD Gateway is based on standard x86 Servers from HP or Sun. The
Operating System can be either Linux (RedHat or CentOS). The next picture shows a dual
module configuration:
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Typical HP/RedHat Solution is based on DL 380 with Intel Core 2 Quad and 4Gb of RAM.
Hard disk space depends on customer needs of traffic logging storage. Up to 8Kb bytes are
needed per transaction.
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Installation

The Sigtran USSD Gateway is a software that runs over the Linux OS.

Fallow the next steps in order to successfully install the software:

.1 Prerequisites

The next prerequisites must be addressed before begin the installation:
* RedHat 5.x-6.x or CentOS 5.x-6.x operating system must be installed on the server
» Complete Kernel Development Tools (kernel headers, gcc, etc) installed with the OS.
» the lksctp tools package

e the Sigtran USSD Gateway software package

.2 Install Iksctp tools

In order to install the lksctp tools download the source code and run the next commands as
root user:

wget http://downloads.sourceforge.net/lksctp/lksctp-tools-1.0.11.tar.gz?modtime=1217953750&big_mirror=0

a) Uninstall previous version:

rpm -e lksctp-tools

b) Copy the file Iksctp-tools-1.0.11.tar.gz to the /root directory
c) Run:

cd /root

tar xvfz Iksctp-tools-1.0.11.tar.gz

cd Iksctp-tools-1.0.11

.configure

make

make install

d) check for errors, like missing gcc, kernel headers or any other missing requirements.
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.3 Configure the OS

d) Disable SELinux:
vi /etc/selinux/config
and match SELINUX=disabled

(restart linux if it was previously enabled)

e) Disable iptables (to accept client applications) or open the appropriate ports, usually 5404.

4 Install de Sigtran USSD Gateway

f) Create /sugw directory
g) Copy all the sugw files into the /sugw directory

h) Run chmod +x /sugw/sugw

.5 Activate the License

Contact LeibICT Support in order to get Global Title and Server keys to be write in the files
/sugw/sugw.gt

/sugw/sugw.ck

.6 Run the Sigtran USSD Gateway in test mode

i) Run /sugw/run.sh

.7 Run the Sigtran USSD Gateway in daemon mode

j) Run /sugw/ussdgatewat-sugw start

k) Confirm with “ps ax” sugw process is running.
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Configuration

LeibICT Sigtran USSD Gateway has its configuration files deployed in a configurable
directory. The default config directory is:

/leibict/ussdgateway/cfg

The main configuration of the SS7 Stacks is implemented within a XML file:

<siggw name="LeibICT">
<sctp id="0" addr="localhost" port="6400" nhame="sctp">
<association id="0" server="0" name="asso0">
<local id="0"addr="192.168.1.100" port="2905" name="local-ep"/>
<remote id="0"addr="192.168.1.20" port="2905" name="remote-ep"/>
</association>
</sctp>
<m3ua id="0" addr="localhost" port="5401" name="m3ua">
<user id="0" opc="321" name="stack">
<destination  id="0"
dpc="123"
name="destination0">
<route id="0" associationld="0" name="route("/>
</destination>
</user>
<sctp_module id="0"/>
</m3ua>
<sccp id="0" addr="localhost" port="5402" name="sccp">
<user id="0"
addressindicator="18"
pointCode="0"
subsystemNumber="146"
natureOfAddress="4"
translationType="0"
numberingPlan="1"
encodingScheme="1"
globalTitle="5001205280001"/>
<translator id="0"
prefix=
loadsharing="0">
<mtp3_destination id="0"/>
</translator>
<mtp3_module id="0"/>
</sccp>
<tcap id="0" addr="localhost" port="5403" name="tcap">
<sccp_module id="0"/>
</tcap>
</siggw>

Leib ICT - Information & Communication Technologies ~ Phone:+598 2 6141193 | Fax: +598 2 4816924 Page 9
www.leibict.com | info@Ileibict.com Mobile: +598 99 256037



Sigtran USSD Gateway
Installation and Configuration

;N o
A 4

The XML configuration file consists in four parts, each referring a single stack: SCTP, M3UA, SCCP
and TCAP.
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.8 SCTP

The SCTP layer is a wrapper of the OS SCTP Stack, thus it only contains the operative
configuration.

The SCTP Layer has the next parameters:

Field Description Example

id Identification Number of the Stack “0”

addr DN or IP Address of the machine where the Stack runs “localhost”
port TCP Port where the Stack listen “5400”
name Name of the Stack “sctpQ”
association SCTP Association (s)

The Association field has the next parameters:

Field Description Example

id Identification Number of the Association “0”
server Indicates if the host acts as Server or Client “0”
name Name of the Association “asso0”
local Local End Point (s) of the Association *
remote Remote End Point (s) of the Association *

The Local and Remote fields has the next parameters:

id Identification Number of the End Point “0”

addr DN or IP Address of the machine where the “localhost”
port SCTP Port of the End Point “2905”
name Name of the End Point *
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The M3UA Stack implements the M3UA Protocol and State Machines:

The M3UA Layer has the next parameters:

id Identification Number of the Stack “0”

addr DN or IP Address of the machine where the Stack runs “localhost”
port TCP Port where the Stack listen “5401”
name Name of the Stack “m3ual”
user M3UA User (s) *

The M3UA User field has the next parameters:

id Identification Number of the User “0”
opc Originating Point Code “3217
name Name of the User “userQ”
destination M3UA Destination (s) *

The M3UA Destination field has the next parameters:

Field Description Example
id Identification Number of the Destination “0”
dpc Destination Point Code “123”
name Name of the User “dest0”
route M3UA Route (s) *

The M3UA Route field has the next parameters:
Field Description Example
id Identification Number of the Route “0”
associationld Identification Number of the Association “0”
name Name of the Route “routeQ”
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.10SCCP

The SCCP Stack implements the SCCP Protocol and State Machines:

The SCCP Layer has the next parameters:

Field Description Example

id Identification Number of the Stack “0”

addr DN or IP Address of the machine where the Stack runs “localhost”
port TCP Port where the Stack listen “5402”
name Name of the Stack “sccp0”
user SCCP User (s) *
translator SCCP Translator (s) *

The SCCP User field has the next parameters:

Field Description Example

id Identification Number of the User “0”
addresindicator “18”
pointCode “0”
subsystemNumber “146”
NatureOfAddress “4”
translationType ITUT Q.713 SCCP Address parameters “0”
numberingPlan “1”
encodingScheme “1”
globalTitle “205280001”

The SCCP Translator field has the next parameters:

Field Description Example

id Identification Number of the Translator “0”

prefix Prefix of the Global Title to be translated “205”
loadsharing Enable load sharing between entities “‘0”
mtp3_destination M3UA Destination (s) *
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The M3UA Destination field hast the next parameters:

Field Description Example
id Identification Number of the M3UA Destination “0”
J1TCAP

The TCAP Stack implements the TCAP Protocol and State Machines:

The TCAP Layer has the next parameters:

Field Description Example

id Identification Number of the Stack “0”

addr DN or IP Address of the machine where the Stack runs “localhost”
port TCP Port where the Stack listen “5403”
name Name of the Stack “tcap0”
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Logs Files

All the process modules have a standard, debug and error logs. All the logs are generated in
a configurable directory. The default log directory is:
/sugw/logs

Debug logs are disabled by default, enabling them may cause a performance decrease.

Scalability Plan

The scalability of the solution can be performed by increasing the hardware modules in
multiple ways: sharing the same SS7 network addresses (SCCP and MTP) or not and
sharing the same TCP/IP network address or not.

By sharing the same SS7 network addresses, up to four nodes can be paired.
Beyond four nodes, more SS7 network addresses must be defined.

By sharing the same TCP/IP network address, a load balancer must be deployed like the one
provided in the RedHat Cluster Suite.
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